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(SOP for Crime Scene Management)
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Blood
Semen
Saliva
Teeth
Bone

Urine
Soft Tissue
Hair (w/Root &Shaft)

Common Biological Evidence
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Biological Evidences ®T dTJHIA & SR A&I0T

I. Short Term Storage (up to 72 hours)

Type of Evidence Frozen Refrigerated Temperature Controlled Room
{at or below -10° C {B/w. 2°c-8%} {B/w 15.5°c-24°c} Temperature

Liquid Blood Never Best Less than 24 Hrs
Urine Best Less than 24 Hrs
Dry biological stained
items Best Acceptable
Wet bloody items
(if can’t be dried) Best Acceptable Less than 24 Hrs
Bones Acceptable Acceptable Acceptable
Hair Best Acceptable
Swab with biological .
material Best (wet) Best (dried)
Vaginal smears Best
Feces Best
Buccal swabs Best Less than 24 Hrs

Ii. Long Term Storage (more than 72 hours)

Type of Evidence Frozen Refrigerated Temperature Room

{at or below -10° C {Bet. 2%-8°c} Controlled Temperature
{Bet. 15.5°%-24°}

Liquid Blood Never Best

Urine Best

Dry biological stained

items et

Bones Best

Hair Best Acceptable

Swab with biological .

material Best (dried)

Vaginal smears Best

Feces Best

Buccal swabs Best

DNA Extracts Best (liquid) A?ﬁg%tizk)"e Acceptable (dried)

fpforera efad=g- dfemy, mare o1 Rremdsdl|
3IRTY b YHR- JYART, SHaht, TR, TS, TATDR, BT, ThSUIRT URTY |

1T P THTOT-

P B! Tgafd, Bigdha Iicithde (3R AfeHd UisH 8), THIMSAHR, hred I Whd a1 Bie! 3|

3T TeHd g 81 & TeTd T BRIRG TR Ud fadas & e th deaqul R0 g1 98

STIRTY SFATARYT, H1ed Hhard U fIdaHT 9 graet & R S(ORTER &1 Foll G # gyl

TRTGH ¢ Fobal g

3ra: 3y I+ F 3rden § fb 59 gy Anfexie Rl &1 Helt-HIfd S/adie, 3T &R o, I &t Widde 9
AT & 33U 3 W1ed Ao, Wgvl, Ui, dafei 9 fewta & ganyd Rl & f wam & ad|
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3. SOP FOR COLLECTION, PRESERVATION, SEARCH & SEIZURE OF
DIGITAL/ELECTRONIC EVIDENCES

AR B ddb-iie! Jdfd & TRUTHRGRY
feforea Iuawoll & Sfeadr ok snyfwar smit g
f&fSTed IuHRUT B! HH ANTT 7 Had ATH EH B
dfch SRIYIT BT W BT IUIART A o fow
3BT B G ¢ 3R T UPR, TS WY BT8P
B4 O X% 1 U 3Riea farsw =18 st srorty 1
AT o T STAHTe o ST a1 SRty Rid § Sad
a1 ST, Fieg & THG 3faTerd | SHD! UHIOhI
g w1 |t g1 fEfrea ey A iR gwgm o
Sfed g € sufm 3% WauFiydes Sy @l
AR Bl §1 $TD o1 Tg NI § o ge
T wgad & 5 Sfoea feasy & wayrigdes
Jofad Td did o1 a1fed, YT SRauHgde
Ioferd frd T fRiea wen afera & 9&a g,
fSraeT e Ay Sfiged &I fie

(A) f&fores Q18T (DIGITAL EVIDENCE)

AT Menfirest sifafaw, 2000 (2023 & w=hife)
{The Information Technology Act, 2000 (Amended in 2023)}

(i) SR A Ple & Y SSBIS: (YRT 65)

(i) PR RICH P §F T (URT 66)

(iii) TR fHU T HIex A AT AR FUBI0I
P YT HRAT IT IGT: (URT 663

(v) PUR, Id ®BH 3¢ HT ITAT IR
RATUST BT (URT 668)

(v) frh ol & &) Bfd & F=R H3, TaRa
HAT T YHIRIT BT (URT 663)

(vi) TSR 3HTdhdIG: (YRT 66Uh)

(vi)) SAACIM® FT T Relid THDRT YbTRId
HAT: (URT 67)

(viii) TSI ST a1 3TeRT Tt ST BT YT
3R TRT: (YRT 677)

(ix) TTZTS THTATRT: (URT 678

(x) TAd ST & o8 €8 (URT 71)

(xi) To=adr 3R Ao & I & e ds:
(YURT 72)

(xi) 38Y & Iediod T Il & UHSIaRU &
fere ds: (uR1 729)
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I
#

fforea areal 1 @IS (Search for Digital Evidence)

1. TeATRId 101 & 99g s vEH
gy fovg ud Sraaien

ARMY R R FHfied daf W fqaR &
MR-

(a) AIMIT: TSI BT AATIC T 8?7 -5 &
IR T B2 qYUT 3-UY & 98 RIF ol g1
TR 18T UTe &) Uehd B

(b) TEARIT W FHAGIAe] Jedd & Ty TH a1
3iffep Hrged &1 YAt B9 R Ho-Hifa fAftemr
PR &7 Gha fobar ST At |

(o Fiemreal d9 &1 Ueve 9 i FuRo
FHELRIEG # githfod 9t Jewt @1 fSfoea
et & T b T H SeHT-31THT 1 il
H WY 9= F Iy & faa dew g

2. feforea wgat &1 affezor

(i) Volatile Data: T8 fgfoieq e ot fefored
Hifsar # oN sa=m H Monitor/ Screen TR
2SR 81 3| B 7| fSargy & ufaR &t smyfd
¢ B W Volatile ffSed 11 (eq) e 1
ST 8, S ¥eH TR JHR (RAM) S¢T, ad8d
1391 Y UHR & Il Bl Traige Tool (GRI-FTK
Imager ) & Image TR B ‘{Rf\&‘lﬁ Xl ol
gl g

(ii) Non-Volatile Data: U9 fsfored Trem, i
feforea wiker MHifgar ¥ ufR ge1 i 91 & a1
ff feforea Hifear & R Bd §1 IR - B8
HIS, ATT3d, caale (@, Uiy, 3nfe| 39 R

ST BT e defid fear s A || @ fSivea qiedl @l Tferd #R Td Arayryds
Hia He1 el |
fSforea wrea & fawawur 1384 IRTY Ty e 3 eyl sen
(Aim of Analysis of Digital Evidence) (Important Steps for SOC Investigation)
() Ty fforea foasy ¥ Ry ¥ 9wRd || () fSioed aieg ot 9w
SHBRI Hehferd B (i) T&fSred a1 ot gga
(i) =T | g8 Rig o1 b wfew feforea || i) feioTea reg &1 dde
fearsg Y Ipferd SHeRT foqr fodt @_&'@'IG (iv) fSforea eg & uRagH (Transportation)
¥ Y- Td WY (Original) B g % GRM Chain of Custudy SFTY G|
(i) T&fSTea 1&g &1 gereyd U9 RIdt aafad
& 1Y R RO HT|
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feforea wresusd= Aftemr foe

(Digital Crime Scene Investigation Kit)

(i) STOURTY RIS ! YRI&T B dTdl U (Yellow Tape)

(i) f&fSted SwRT (DSLR)

(iii) ifafvad st (Power Backup)

(iv) difea HmRT (Video Camera)

(v) e Fa Us

(vi) el R HifEar: tidad gust 818 feww 3k U grgal

(vii) AEa/AGTST AR

(viii) O, HTHR

(ix) RS dHeR

(x) Tet-Refess o

(xi) ThRTS ST

(xii) TSR ((R-JabI), WIAR, BRAY, Fit, fFay, foF, wex onfe gad gafde |

(xiii) 219 3R 3ATGH TAF (Torch & Magnifyng Glass)

(xiv) TSR & G (Gloves)

(xv) gl iG] 'gﬁﬁ?_c’ - Geda’ (Incident Response Toolkit)

(xvi) W’&/Q@'ET: SATA to USB, IDE to USB, SCSI to USB, NVMe to USB, PCle to USB.
(xvii) TTSC SATDBR; USB, SATA, IDE, SCSI (Write blocker)

(xviii) ¢ TTHCATR - HHR B L& B & 1T IUTNT foram Sran g Hiolel grefed o fom fnd ssars &
SARSHT 9 TR e’ 8q |

(xix) PRITD FARAT e dTR

(xx) Volatile Data T3 H & foIT WUedTR, SRI- Win32DD, Win64DD, FTK Imager, fP g3, 3fe
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feforea ATeal & Hid (SOURCE OF DIGITAL EVIDENCES)

CPU

g o7 Red ¥ ¥hH R ol 3R
Display Monitor ﬁ"@'rsc < arelt gt Trfthe 3R tBT's’?[
(CRT/LCD/TFT etc) | SqdCi-d T1ed & &9 T gof P off
screens of Mobile bl %I e Y&y Had difsar Td
Phones, if switched | TICIUT® & HIeoH I Rpis fbar o

on

gbdl § 3R faarur & m1egm ¥ <6l
far ST gHd g |

Smart Cards,
Dongles and
Biometric scanners
etc.

fSasg & wiom A Wwd, oo 3
BRI, SUANTHd Bt STHBRT qul
3 SHHTRAT YTt 1 & bl g |

Digital Cameras

fSargy & fog, difsat, «af, gem arg
Fifce, 0T 3R feAid e g&t o
gl |

Handled Devices
(Personal Digital
Assistants [PDAs],
Electronic
Organizers, Smart
Phones)

2 JUHRUN ¥ §gd H THDHRT Ui
ARSI ﬂw %’ o Address Book
3fUrgeHe HaeR/aI, GxIas, SHd,
B &, YT @Re 3R a1aq), s0d
urgas Sfel

Hard Drives

Local Area Network
(LAN) Card or
Network Interface
Card (NIC)

%T:I'I%ﬂ Dl MAC Address (Media
Access Control) it o fear o
I 3|

nnnnnnn
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Modems, Routers,
Hubs and Switches

fEarey, I¥eR 3G B BIRBTRIA
wigal & amgodio TSy e § Teiferd
BRI Bl ]

3iferm 1T 94, SMeM-veH fhu T §-

9 Servers A9, SIS @ T A, TRy
frT U gy anfe SRft SHRY v @
o qHhel g
. Networf cables and 9% aﬁ?ﬁ% forg ﬁ'TQT \_rH('lT 2l
connectors P, HYR I JS USRI P
bR o1 UgHH B T Heg Hd B
, =Y fearsy ¥ uar A6l STHeRI, e
11 | Pagers ?mwwmmwm
[
12 Printers

13

Removable storage
media and devices

T3 W & Tt Aesa BH, FW
3ATfS 3T TXAHTT B g | T IUBRT
o goa B

14

Scanners

fSasg A W7 1 Bt ewHar g9 3
3qy Tfafafyr & wifed o3 & Ace
foret gepcit B

15

Telephones

I, Ugde, B deR 3R PIeR
UggH Aot BRI TR HT hd

Tohd & SR 919y Reprel & & & ot | §

HTH B Ibhd g

16

Copiers

ufadl ¥ $9 aweas Wfde S8R
SAGEI® Gl 81 Thd o | SUTNTHd!
Pl User Log, Time and Date RSl
ST UTW B 9ehdl & |
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17

CD & DVD Drives

Y JUIRUN PIsd/Sel WURd HRd G,

fSH e U S I g

18

Credit Card
Skimmers

JIDI TSl & ¢b 8 DISURD DI

WHBRI gidl & fo9H Pre &) e

fafy, SuarTedl &1 uar, sfge &1

;%GQTB'WWWW@
|

18

Digital/Smart
Watches

8 HAa-aq  fefSea dofsar 4
Address Book, :hﬁ \?rl'q‘ﬁfﬁ?
HASR, B TR, AT 3 THHRY
it 5

20

Fax machine

ol g

39 JUBON Dt Il & = &

21 Keyboard & Mouse foTT Sffe &Y o Gl 2|

Wﬁ?ﬁm (Documentation)

3{URTY VI DT GIAASHBRU S BT U

9gd & HE@YUl WRUI gl SR AR T

IUGRT AR 3 WAl H Hifdw fRufa &t

gy & Rols a1 Aeaynl B

BleuTh /ST TasiRft & Wrd/gaf-afor

B BT Iy 35T A ¢

Chain of Custudy ®T GXdTduiIHRUl

(Documentation of The Chain of Custody)

I R {5 1&g Bt Chain of Custudy 3BT
GRS I yafad (Documeted) _6;[ 3R BIESPH &
Tt IR0 & SR GRI&A 3|

feforea area ot yranforear

(Authenticity of Digital Evidence)
(i)  Forensic Image 0 wd ot fefoea
GEISH BT &R IeY gRT IATUd HR |
() g0 ¥ 9 ¥ y fefoea SmeR
(Information) aﬁﬁ?ﬁl‘lﬁ?@l
(iii) V3T B BT IYTNT B Y b T1eg &
0o W&y 8§ HIg 95ard 9 g
(iv) TRTT R & 1Y IS A sAIfe e B
die- a1g T % afg |1&g Pt Chain of custudy
el T ® @ B prdaEl # wem & R Hid
AT B Uhd B

25




feforea A16g &1 S=it (Seizure of digital evidence)
fafSlea weg @) UgdM B WM & d1¢, I AFS BRIG IUDHRUN BT IUTNT FRP First
Responder/I0 gRT ST&d fowa1 ST @13 | W1eg &F Siadit H geT ®id R dfery TRe Hifsar o g
I B UFT TR Sl 1 fefred fhRftie g1 =it o ot & &g wId &0  ffed Sar &
1Y foret 1t TRE D1 DSBS BT Udl T off Job | TS JHT 8 df Wi 818 f&%b @ Forensic Image
eIy R g §18 ! 1T 3R TfE™ 3R Forensic Image QI & & deg &1 TUMAT BT S
ElT%QI ForensicImageﬁﬁ%%ﬁﬂmﬂﬁﬁ:@ﬂééﬁwmwmwml

T PLX DI oI (Seizure of
Powered “ON"” System)
(i) I B TWR o |
(i) Volatile Data FRTIR ToHfd ®3-

Condition | Required Action

If Power "ON" Volatile Data

Required.

Acquisition

If Power "OFF" No Volatile Data Exists

(iii) IR B XA T HING ST Thd B

(iv) TH3(CT ST8d Bl Wi B afe B, df AdeS e
CARCIRRIRCEETY

(v) 9H HERM 3R U1 BT dad B

(vi) ST BIeITh/dIfSauTH! B

wii) e TR 1 A & T Aead wAfgefact
P 3eH B

(viii) 8T8 &% &1 UdT T & forw cpu @ 3R
Y fepae B3|

g PR P STl (Seizure of

Powered “OFF” System)
%fﬁ'lé TIB/ISTAD! GRT B DI Rebis

|

%G’wﬁaﬁﬁhsﬁaﬁmﬁuﬁéaﬁéw
|

ggﬁ%@mwwﬁ%ﬁncpu%ﬁﬂ
|

(iv) Non-Volatile 3ET T TR Hifgar

O, $TT WRS H1e, U7 8124, 3M1fS) HI 8

I & 1Y e HRA & [oTd SHGT B |

(v) STel IUDHRUN 3R FieadwR Trel/Siaret

DI SHGT DR

(vi) " 3ffh” Hugex & “Rad i T HR |
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@ Faraday Bag

faradaybag.com

HiaSd BIF &I SIsit

(Seizure of Mobile Phone)
(i) AUy, HIESd & 9E- d 0, GHI b J BICUTh] &y,
SR 39T A, Alsd, Tifad 81|
(i) TETSA BIF & "ON’, a1 T U 84 WR I Flight
HYdT Aeroplane Mode gy
% 39F §1¢, HISSd B! WIFI, T Bluetooth JfdT &Y disable
|

(iv) TETSd A § BHRT H1S, USB, 1 DI 3= WK kel HifedT,

plug 7%, 3T HiaTgel § IUeisy ¢, disturb & T B

(v)ﬁwuﬁﬂwaﬂélﬁqﬁw,wmlmage, Open d

B3| AaSd BH R $& Ul ST 9 B

(i) AT B e o fSay & st g &7 a1 3=

SRRIAA A R ABIS|

(i) SffRad &3 for fearey Fel 87 fhad U 82

(viii) STANTGRAT ¥ MR B &I {7, Uas, Td Ued dle

T A B B B, TR sTer Repadt A smart gl

(ix) TIETSd B! YT 3R 381 18 W W, afe Iy gt df 50

T%%Wﬁ@,@ﬁ%ﬁm@ﬁ%ﬁ
|

%ﬁwﬁqqﬁmﬁfﬁ%a‘rsﬁwqmuwxﬂa

|

(xi) MESA B TS B & T8, Aluminium Foil § HaR &,
Faraday Bag T 3, o9, diega & dAfaefael JH 8l
Sipl Faraday Bag 3UcI&f = @%f TR, Iha'lgﬁ &I Aluminium
Foil § ®ar &R, T 31Ydl, Wfe s & fosd H d o9 |

(i) T it Feforea wea WRfEa 9, St ol el § fos
3T A & fore Iyt 81 9 d g |

(i) afe frdt BRU T feasg & aeR & ST ar g,
Chain of Custudyaﬁﬂq@?_c'@l

(xiv) Y TR 3R 3T Hau Goa3l ER®le) & Y el
qoft fEarsy o e U SerT it a1 |

feforea Trey &Y BT
(Packaging of Digital
Evidence)
() g HeRH geT
() gFET HR & dHS/dsEt Im
SIECRCISIR
(iii) T S13d P! Wi & forg oY faerg
7 fO BT IUANT B3|
(iv) B8 SR Red & qHd §, Td®
iy, Rew &1 S didls, ASY
3R Tt STe SUBRUT b 1Y Feeq B
qTfh geard &1 b | 1T S T |
(v) TS B THY JHY IUHON & AT,
Model, Make, Serial No. i rawad
TR sifdrd 1 ATed |
(vi) reiical WﬂFﬁW Anti-Static
Plastic Bubble Packing & TRT&fd &1
A |
(vii) af¢ AEEA BF “ON" A= H
i @ #@eEsd & Flight
Mode/Aeroplane Mode T fear
ST @R |
(viii)y AIERAT ® IS FA &F ol
Faraday Bag I JYINT H=AT A1 |
Faraday Bag = g9 @ g o
AIIum|n|um Foil | n‘l@nsa H IR I
U IR $aR P o1 aied o
AIESd Bl HAGedet AT g1 T |
(viii) TP ST B STT/Aad Be|
ix) gl w ffaRfiy wRRe
ORI | 9 |
(x) Chain of Custudy ST X9 |

27




router

servers

hub switch

|

internet
” |
L
\

firewall

/\/’;\\

wifi router

|

client client

T

hub switch

client client

client

= |
LAN Network Diagram

tablet

mobile phone

printer

client

Networked System

A) S
Jeads HYLR! B! A B & forg FEfeiad wron
T U v

> ST & Il 3R Ul Bt S arelt ggfoat &Y
IRy B3|
> iga%aﬁwwﬁﬁvﬁ@raﬁw
|
> 9¢dd AU, g Tl T U 3RG g3 |
e&d:
> ?ﬁﬁﬁﬁﬁ?ﬁﬂﬁmaﬁﬁa%ﬁw

?
» WW;‘W— NmapﬂTNessus@ﬁ@?ﬂW
JUINT HXPp Gl U 3R Jarsif bt ugar L |
> Aeadh E’W fI=ATOT- Wireshark AT Tcpdump &1
?WWW@W@?W
|
> Ry FHIRPRRE 31 T4- Td® e IR 3™
3R Policies @1 THIAT B
> %WWQ,WWWW@H
|
> fIsHul &1 gxdeiaRul- JiF & fawgd Rels 9|
> 3Fddl HRATs- AIGH Bl <8 B, ITARHATS I
aﬁw Y R AIHAIIAR 3T B HRaATS
|
> deads SR @ Wi B Y UgA B!
f?&frrﬁ%szhﬁ [ BT UIaH B 3R A=A Sl
T B |

B) TR
> gduYH, I8 I H, O fbd S aral
desktop,ﬁﬁ%ﬁl@@[?ﬁ:@.@%%l
it I HEeR B, Aead | 3@
P T, 3T loss B JbdT 8, 3R Jcdd
TR 3 HR I fSa1sy &1, I 7l
gHargl
HYER Hedd, technically complicated
B Iohd T 3R e ThA HA | a1l
Iad § Wb gl afe Red
TR R, 39 "o # dfew §
Jeadh Red & THSR! 3g favvg ¥
TeTdl U |
gfe Hrger R, Jcdd I IS g2 §
@ g ReA & Iqry-91y TR Jav
3! i AR e o3|
TR IR, I WM R a1 37 fpdt
W WF R, U g bl g
TaIR, JoR UfshdT &t Sriare! & |
TR I srer Rpad 7 Iy Wi
YT g13d B U fSfored A9 daR
DI S AMfgd| 3 e & Ren 4
fSforea A ford! TgeR faRivg g1 &t
TIR P ST A |
ia frd T Iuesun Ud ReH o1 AR
Pt T ZAS P URIe gq fafyr fagm
TRINTRITET 9|
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Step 2: Wrap in antistatic

envelope

Step 3: Wrap in bubble wrap
envelope

information in

Step 4: Place in inner clothing/
laminated paper envelope. Fill

Step 5: Seal the envelope

self-adhesive
labels and affix on envelope
along with instructions.

Sample seal impression

Steps For Packaging A Digital Evidence-Hard Disk

feforea neal &1 ufvag 3Nk w@amn

(Transport & Preservation of Digital Evidences)
TR g fSfoied w1gy &) QRIS ®MH R @M o

ey aifs ITH PIs dedd d1 3s31S 7 81l 3 Bt
yfafaft & Ifua Hifsar a1 faywiia a9 <R § Jufga
foar ST =feu| Siifvewa MfSar &1 IUTRT AN WS &

Fu ¥ fooar S gpar g1
Do’s Don’ts

Ut axgan & e Hial | e UV faferor &

IR UG HA MM S |

HHR B YA R IG | IfYp THf 7 7 7|

¢ g 9Ty | w%ﬂ%%wmxsﬁaﬁs“rﬁ
T

Physical Shock ¥ g1 fefSed Juaxun &1 99
STg H 9 39|

Breathable TS & 71 3R | fSaeH & HAfdT Ulse W

IRI BT START B | NENASHI!

Bubble Bag &1 ITAN B | | o a¥g3fl R Ugd ¥ dad
L 39 W A9 7 T

T Red gie @) S | 00 318 fodiey a1 A 9%

fRufe & Q| S ugd ¥ &< 7l

gTs fo & fou td-wefew

ST BT XA BR|

HEsd & ol HRIS 7 &1

FEIATA BN |

Ugd ded IR forg 3R fx

3 fSasy W Rusr |

graunfar (Precautions)
() 3¢ Tdg 3 ) Toad JHT TA-
Xfed Wand &1 ITINT H<| AHT IRR
HI Wfedh el IUHRT & CMOS e &
THIH Uga & e uafe g1
(i) TefoTea Iumrur ¥ fhRflic 38 &
fore TegHiAae grder &1 I 9 B
Fife ug faoTelt &1 3T Feaer g1 T8
IUGRU Hfehe B THIH Ugdl Tebdl |
(iii) afe PR TEd ¥ € §¢ g, 4 IV
Hft oft STt ga 71e fowh U e A B}
(iv) ThA fhT T STT BT Had dIe<T USB
OIcqd g1S 1$%h/U- $15d WR UUaId fodl
EISIEIHY!
(v) f&fSTea Iumrur & el off R &1
JAYd® A P |
(vi) TfeT SR PI AT L off Ugd U
EECEL
(vi)) PR DI Ted B F Ugdl g
I fos grga/uic /e d Bis A TR
difea s e/ fews, T,
A HITSTT BTS, THS! BTS 3Mfe 8l
(vii) IFTd & fob Sisd fobu g Hidig.
IR # Iy 7S fop Iuaswy 7 A
Tal|
(ix) TEEd B & osd &1 F Uga
UM ST Ui Ry @t e #t "
Gl
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Flow Chart: Search, Seizure and Transportration

of Digital evidences

i

[ Keep away People from the digital evidenoes like-Equipment, power supply etc J

NO

]

A 4

Check the System is ]
switched ON

What Should be Seized?

For Evidence Retrieval

» Floppy Disks, CD, DVD, Sim
Card, Memory Card, Pen
drives

» Mobile Phone

» External/Removable Hard
Drives

Help in Examination:

» Manuals and computer
Software

» Password Paper

» Keys & Dongles

Printout Comparison:

» Printers

» Printout

» Printer Papers

Reconstruction of System:

CPU Unit

All cables

Power supply unit

External Hard Disk

Dongles

Modems

Keyboard and Mouse

YVYVYVYVVYY

f
l Check the System is switched ON ]

YES

NO ( Do not touch
( Advice of Expert Available? ]— keyboard

J

IYES

L

!

Follow the advice

[ Do not take advice from the owner J

(For Imaging Volatile
& Non Volatile Data)

)—( Label and Photographs or

Videography

|

]

s

\

Make note of what is on the
screen and photograph it

]

Allow the Printer to
Complete the printing

[ Remove all Connection cables ]

|

» Documented/Record all
details
¥ Remove the equipment

|

Ensure that all the
components have proper
exhibit labels attached

|

Search the crime scene for any
other valuable evidences like-
password paper, diaries,
notebook etc

Ask the user for any
password and record it.

|

All the evidences submitted for
forensic examination

!

s

Remove the power cables
from suspected system

TRANSPORTATION

» Do not bend any disk.

» Place hard disk and circuit
boards in anti-static bags.

» Handle all equipment with
extra care.

» Place keyboard, leads,
mouse and modems in
attached bag.

» Keep all equipment away
from magnetic sources like
loudspeakers, heated
seats, radiation.

» Place labels on them.

» Place personal organizers
in paper envelopes.

» Do not place under heavy
objects.

» Electronic device like
Mobile should be packed in
containers to avoid direct
contact of hot sealing wax
while sealing the exhibits.
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Home Television

I l

o | Lg

Digital Video
Recorder

Remote Computer

Smartphone/Tablet

YA R NS e ST dha-

(Collection OF CCTV FOOTAGE at SOC)
> Frs e TalifdeM (CCTV) W1ed & ¥0 § Hg@qul IuHR0l § Tt IuanT dew! ge difsar
S FTR TR & oY far ofar § SR SIoR1Y S § U Hedqu! A1ed 81 bl 8l Image I
SUIRT Wfew $ UgaH H, [Pl g W B ot wfafafial @ fagm ar 3 &/l 3
A B | T S Taan § el ot safaa ot IufRufer &1 ol e off 9 |
> HeAT J WERIT DVR B Serial No, Make, Model No S@1fg Hie &R ifertT ud Ui faman S

ST TRy |

> I DVR Tt T RIF W @ §, 81 IR I8 W1ed & = § el a1 o1 T0d = 81 af DVR & i
THY 9 % &1 9% 37U, DVR AT HH & Technician §RT ol STH & A9 YRTg w16 e
DI YURT 63 (4) (&) & 3IFY YHTU-U feram Sy =i |

> CCTV BeSl/DVR & Ui B & UYTd a9 H U d U et faan o anfgd|

graurfar (Precautions)

>%mﬁwwmﬁ?mq
|
> SRR Rrer R @i sifaRed
IedqR ST 7 ®e| afe 3ifalad
JIHedWR T HIAT AT AW D
g, @ i 3 ¥udh B3|
> Tfe 3mféra difsa Se1 shiawige fvan
g’;ﬂm%,a%&mﬁsﬂﬁmﬁ
|
> g HR & Rpadt W %A e
%Wuaﬁaﬁéﬁﬂ%ﬁmif$wa
|
> AR 918 ¥ 3 ufadi daR Bt o
IgHal gl
> ST &I Sleg Y STeg 31 &t O & forg
Pl WY He I R AER
Rren # wAiafikd fear S =gl

ATAY D YDV (Equipments Required)

> duera- f/H CD/DVD 134, USB TIE, TR dRR
U, aRaY Teaq, Hifsar &8 s IR uid
Jegs f&a/89 Bfl

» External ?ﬂ@)[/ SISt Writer gled- {Qﬂ‘cﬁ/
T3S/ TR arR |

> USB 3R BRR a”R TRl fgagd|

> I &l BT S15d|

> Had- Acddh Had @A Had R ¥e Ug
Faad), HUeie 3R TY-dif$ar Had, T1Y & RCA to
BNC TSTRR, 3IfeT Hhad (RCA, WIRAY 3R AR
il USB Had, BTR IR Had (3MMs-fofh, 400,
800), TTaR Hed 3R THCY Dig |

> 3T DY (3Mals, BRR aRR)- oy ga wied
A ol ggard A g

> @il HIfgaT- CD-R, DVD-R 3f1fe |

> Still HHRT 7Y External Storage Media

> ;;E@ﬁ:m,ﬁm,ﬁfwwﬁﬁw

|
> fefea/uaran difsa Rers|
> IUYS ey UB o 917 (G- fesw am)|
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THE SCHEDULE

[See section 63(4)(c)]
CERTIFICATE
PARTA
(To be filled by the Party)
I, (Name), Son/daughter/spouse of
residing/employed at do hereby solemnly affirm and

sincerely state and submit as follows:—

I have produced electronic record/output of the digital record taken from the following
device/digital record source (tick mark):—

Computer / Storage Media [ DVR[] Mobile [] Flash Drive [
CD/DVD [ Server [ Cloud L]  Other [
Other:

Make & Model: Color:

Serial Number:

IMEI/UIN/UID/MAC/Cloud 1D (as applicable)

and any other relevant information, if any, about the device/digital record  (specify).

The digital device or the digital record source was under the lawful control for regularly
creating, storing or processing information for the purposes of carrying out regular
activities and during this period, the computer or the communication device was working
properly and the relevant information was regularly fed into the computer during the
ordinary course of business. If the computer/digital device at any point of time was not
working properly or out of operation, then it has not affected the electronic/digital
record or its accuracy. The digital device or the source of the digital record is:—

Owned [] Maintained (]  Managed[]  Operated [J
by me (select as applicable).

[ state that the HASH value/s of the electronic/digital record/s is ,
obtained through the following algorithm:—

[ SHAL:

[ SHA256:

L] MDs:

[] other (Legally acceptable standard)

(Hash report to be enclosed with the certificate)

(Name and signature)
Date (DD/MM/YYYY):
Time (IST): hours (In 24 hours format)

Place:
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PARTB
(Tobe filled by the Expert)
I, (Name), Son/daughtet/spouse of

residing/employed at do hereby solemnly affirm and
sincerely state and submit as follows.—

The produced electronic record/output of the digital record are obtained from the following
device/digital record source (tick mark):—

Computer / Storage Media [] DVR [J Mobile [J Flash Drive []
cDDVD ] Server L] Cloud ] Other [

Other:

Make & Model: Color:

Serial Number:

IMEIUIN/UID/MAC/Cloud ID (as applicable)

and any other relevant information, if any, about the device/digital record (specify).

I state that the HASH value/s of the electronic/digital record/s is .
obtained through the following algorithm;—

(] SHAL:
(] SHA256:
(] MDs:

(] Other (Legally acceptable standard)
(Hash report to be enclosed with the certificate)

(Name, designation and signature)

Date DDMM/YYYY):
Time (IST): hours (In 24 hours format)
Place:
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4. Chain of Custody

Definition: Chain of Custody

Identification of the person or agency
having custody of evidence and the place
where the evidence is kept, in chronological
order, from the time the evidence is
collected to its destruction in a formal
written process. The record also reflects the
dates and reasons evidence is transferred
from one location or person to another.

Evidence: Property that may be related to a crime and/or that may implicate or clear a person
of a crime. It may be an object, a biological sample found on such an item or at a scene, or a
latent print on an item, or a cell phone or computer etc.

Evidence Collector: The person who initially took possession, custody or control of an item
for evidentiary purposes.

Evidence Custodian: The person who is responsible for evidence processing in a given
location (e.g., property and evidence room, hospital, court, crime laboratory). This person can
be an evidence collector or handler.

Evidence Handler: Any person who has had evidence in his possession at any given point of
time. A record of this handler must be kept in the chain-of-custody record.

Evidence Packaging, Documentation & Labelling:

The manner in which items with potential evidentiary value are wrapped, bagged, or boxed to
be preserved, documented, and labelled.

Basic Premises of Chain of Custody Documentation of Evidence
v The place where Physical evidence is located, Chain of custody documentation should
collected and analysed for the investigation and include the following:
proseCUtion of a criminal act. v A description of the evidence
v" Documentation of Physical evidence to identify v Unique case identifier (e.g., FIR
all persons who have custody of evidence, and number, PS)

all the places were the evidence has been kept v
from collection to destruction.

v' Brief explanation for the transfer of custody v
during the pendency of the case, (e.g., delivery
to laboratory, viewing of evidence by court,
viewing of evidence by 10).

v" Limited access to the evidence storage facility
or location to assure that items of evidence
cannot be switched or tampered throughout the
chain of custody.

Where the evidence was collected
(i.e., location, address)

Where the evidence was stored (i.e.,
location, address)

v’ Person having in possession of the
evidence and for what purpose

v" What was done to the evidence
(e.g., analysis or re packaging)

v Date and time of incident

v’ Date and time of collection
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Storage of Evidence
Temporary storage: Any

. . v
location evidence v
may be stored short term, 72 v
hours or less. v
Long term or a more v
permanent storage: Any v
location evidence v
may be stored for more than v
72 hours. v

v

Documentation for Forwarding
Evidence to FSL

Forwarding Letter

Check List

FIR Copy

Seizure List

Sample seal of all the evidences

Supervision Notes

Post Mortem Report/Injury Report/Medico legal Report
DNA format (for DNA Cases)

Sketch of Crime Scene

Any other supporting document, which may be helpful in
the examination

Flow Chart of Chain of Custody

Identification, Collection,
Preservation of Evidence
at Crime Scene (By
Forensic Experts and
Investigation Officer)

Handover of Evidence
(By Forensic Experts to
the Investigation Officer)

Deposition of Evidences

Evidences (By Investigation in “Maalkhana”
) | Officer with the help of )| (By Investigation Officer)

Forensic Experts)

Documentation of

Handover the Evidences
to Expert/Scientist for
Analysis (By Laboratory
Assistant of Division)

Receiving Evidences in
concerned Division for
Analysis (By Laboratory
Assistant of Division)

Receiving of Evidences in Submission of Evidences

“FSL” for analysis to “FSL” for analysis via

(By Receipt Section of FSL) Special Messenger

(By Forwarding Officer)

l

Analysis of Evidences
(by Expert/Scientist of
Division)

Handover of Evidences to
Laboratory Assistant after
analysis (by Expert/
Scientist of Division)

Collection of Evidences Handover of Evidences to
by Special Messenger

after analysis

Investigation Officer
pmmmm—) | (by Special Messenger)

(by Laboratory Assistant

of Division/ Dispatch

Deposition of Evidences
in “Maalkhana” till further
order by Hon’ble Court
(by Investigation Officer)

Producing of Evidences in Submission of Evidences

G| “HON'ble Court” during in “Maalkhana”
hearing (by Investigation Officer)

(by Investigation Officer)
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EVIDENCE SUBMISSION FORM

Reference No.: Date:

Full Address of Submitting Agency:

Telephone No.# Email I’'D#

To,
The Director/Joint Director/ Deputy Director,
Forensic Science Laboratory, UP

XYZ.
Sir,
Case Information
With reference to Case No: Dated:
U/S: SIV:
PS: District:

I would like to state the following facts:
A. Brief detail of the case:

B. Description Of Exhibits:

Quantity/ . Seal .
S.No. Name of Number of Details of Impression(s) Queries rel_at_ed to
Sample S source the Exhibits
Exhibits
1
2
3
Soon

C. Authorised signatures of Special Messenger

N

D. Statement of Authorization:
| authorize SFSL/RFSL, XYZ to perform analysis on the specimens/evidences submitted
regarding the aforementioned case.

Date: Designation & Signature of
Place: Forwarding Officer with Seal
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Case No:
U/S:

PS:

Evidence Chain of Custody Tracking Form:

Date:
SIV:
District:

Description of Evidence

. . Description of ltem/Remark
[ ST QEILY (Condition, mark, model, serial no. etc.)
Chain of Custody
Released by Received by Purpose/
IFem/ D_ate/ (Name, Designation, | (Name, Designation, Comments/
Evidence time . ; :
Signature) Signature) Location
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Inventory Procedures

Security & Safety Facility

Location (e.g., shelf number or bin) where Providing a safe facility that limits access to
evidence is stored vulnerable evidence is the part of a secure
Date/time/identity of person who stored the chain of custody. Firearms and Narcotics
evidence and controlled substances should be secured

The removal and return of evidence from in a separate space from other evidence and

storage should also be mentioned.

access to same should be strictly enforced
and supervised.

Evidence Retention
» Evidence may be retained long term in a variety of circumstances. Regardless of
whether it was admitted as an exhibit at trial, must be retained for the duration of a
convicted person’s sentence and the parole and/or probation term.
» In serious crimes that are not solved in the immediate aftermath of a crime, the

evidence must be retained.

> Retention of exhibits post-conviction unless a judge orders otherwise.
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5. SieqE iR fuifdw

A% AFG BTG & 00T § SR & Fsd T Wl a1 go¥ & Ue SWAT Hied sl g,
oI PR S H U A-fUe & $o U1 ¥ FU I URREd 8d 3| I8 I ST B Sifed
el gftfer sRaaalt &) snepfa, ARy srgaifres fmior o feffvd St 81 Seu € qurgt &1 fmfor
B dT SMTAiRie fIRAWarsh &) a8 A aren gFard) 3 71 fpdt ot safdq & =Rk @t fpaft ot
HIRIBT I YT ST IHH Bl |

STATRIAT- aera & e R iR &1 g &t § Sudi fpar s & -
/AT fare AR

TT/IATP R Jra A

33T TMal &1 UgdH

SHDHIA/ES! adT &I I Jdd &I UgdH

AN N NN

wifd® W17 (Biological Evidences)

RS TRienr f3fis YR & Jieat A fovar oiidr g1 a8 I1ed o gRT ST ulierur fasar off I 8,
TgUT Sfdw Upfd & B & | Jroaaa: g Sifaes uerf ¥ Seu Iwadargds T g 9 & -

v 3qd dYUT¥ad & Ysd

dd qur i & yss

a-R o

SdPH/H9 9 HIRGR

aid

q1d (SIS Tfgd)

A R NI RN
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SITAT BT TYTICRT (Transfer of DNA)

ol TR & Sfde Weg fHeh sruRy & U Jafad &1 guR Jfad, fad Siyal RIH § Ta -y
RIS TR THd €| 5 UHR & W& fHht afqa Bt SroR1y § YfHresT IR &1 B qed g & | I8
RTY W fdd & e 89 Syl Tead ¥ WA 81 &1 g R Iod §1 ofas Tredt o
RIFIRY TE YAl UAE U & TP 3dl 3% UHR I g Iohdl o JI R g
aftfRufer & €1 ) TmiTaT el © -

(1) FuTfaa SrRTeht & SIeAT &1 Uede QIR

() Yad/d1d &1 difSa/Afed & SUS/IRR W RIFIRU (IeTerond- JHifad sravreh &1 Iad /a1
tifsd/difsdr & Hust 3fyal IWR |)

(if) Pt avg R IR (Fererumd- Guifad Srortdt o7 Yad g § uged gRIaR W)

(i) fordl I TR RITFTRT (ISTeRum- GHId raRTedt &1 a1 difga/difsar &1 arer/@re W)

(2) Hifsar/difea & Sieae &1 uer RIMIRr:-

() GHTfaa SroRTeh IR RITTFRY ([ereony- IHifad SrR1eh & TR 3ryar Husi |)
(if) Torelt ag TR RIMTARUT (31RO - Fuifad roRTet Hf ug=t g3 fovddl ag W)
(iii) fordlt R IR RITFTRUT (I3T8R0MY- JrTfad 3oRTeft & are )

(iv) fpt TTaT8 IR RITTIRUN (SETERUNY- a8 & HUS! W)

(3) TATE & SITAT BT U & TR
(i) Tt o R RIFTARUT (ITERUMY- TeARYA WR 1418 BI Sidhe T ITHT STY)
(i) TPl R TR RIFTRUT (33180 He-ryd WR 7Ta18 & 91d Uifsd & arg+ W)

YT VIR § Wfdd Wieg Yad, AR, d, 1a 31fe BT RIFFRY ifgd/gaw, s,
TATE, A% 1Al R WR fdt A1ead gRT 811 81 S8 Td A aul 967 & Ted dis el I -Tgt
BT Iarexuny - fodlt sfda gry Wifsa &1 a1a wmifad srRiedt & are= 9 Tt o= aafaq & arg= o
RIS AT AT VIR B A0t & 31T § 1 ST RIFRUN & ATedd e, a&g 3ryal ™M gl
Tl g | TR S-AT0T H SUTe] RITRU] By GHRIED YAV T el i 5 |

UA@- (DOCUMENTATION)

BRRYS THemr § Uees &1 ¢ SR J AT Hew@ 7, UuH graiie au fgda aae|
Heayd R H13 f uRadH saizg § 59 9@ b qa fRufd & Rerd 7 w forar 911 o ud®
1&g T YeiRa BT 3MaIH ¢ | Te-IYd R SIUT W16 & ThAvul § fAgad ufshar aifsd @ -

SfaP TeT THAV & GHT TIeT & A UR & WIerdT & gAER quT 6T fhad gRI Hel,
Fd, fpay AT foran a1 &1 faavur-

> I B G, T d UHAU I G4 HICTIThT

> 1&g qUT 9Ty d & arae Rufa &t difear Repifem
> R a1 1&g S R o1 gerad

> &I P USRI a7 37 TG & i Thd
> Sifdew Treg ot R &1 W, BIeRTHT JUT Uik,
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WUTEHW&I'UT (Collection and Preservation)

Sifae 16T, Uer 3T (U], RIFTRUT $t Idg YT T TR TG 81 9I1d & | JTUROTTan
od SARIT S 1&g AT 81 Sld & IUT 31 a1 & 18T fueh 9rd 8 | Thaur o1 fafe) Sifge dreg &)

a1 YT R & SrgaR Feuffa ot S g1
1&g S[aRT WY/ TSI UG gikeqor faftr
2-3 fidiHter I9d EDTA (Ethylene Diamine Tetra
Acetic Acid) ==t # sh/od om=g O & A
e T YHTRIS S H ITH THAU & 72 e & 3R UfNa
P T THAU & fou Iea femivea s &1
TN Y|
FTA TS &I T B |
— RRIST BT U HX EDTA TRft & Um0 o3 |
el Y il $US TR RIFIINRG PR D11 H | .
- et o P02 ?glwwmﬁwmm%%wﬁ?ﬁ
3% J 3HfF I Jad I B! ISR WIed &
et /1 i U H I@H YT I &b 1Y YHG | U P |
AR I T T R Wifed & U T IGaR i
wiett /4 arl P YT I P 1Y YHY T Ub D |
Yh DI WRSd AMURfEd &[@ H S & IWid
ez HeATRIA JE § SRR A1 § A Yarg- 1|
Yah DI ot HUS TR RYFFIRG B BT H JE |
TUSt / YT | B 9% / ERAR | T UaR U R Uh |
- DA,/ U/ | Io/d U DI BIECHR BT & [IBIh | Ub DI
7/ GESIREIT SRS AT off T B |
e THAT GIABR BRIl b [ABIh H ThA DL | BAT H
TS/ US| R / ST YRATHR 3T 3T TP B |
Bl RR gag U R I3THR U H Uhd & |
e U H Uhd B XBIOINE By YT Th A I |
o i FTA TS IR U B |
ST RS o gemdr 4 uEdel H RMANRNG 3R
AR o JHTORE P 3ya 9% § W |
I UFT B Tha B | 3RFT HIT Y o s ¥
L PR ThT DY | BT & (TBIh | Ub B |
ksl DS / I S B 99 THA B |
RURIET U T 7@ ShIoRe HY 3dl g% J 9 |
T 100 TTH U™ SHddb HiE YAl WIRked of
SHa® / ada # foH 09 ufdwd DNS @f$da ®R #H
3T IfE feTe JUA) B, g H WaH YAl JfSTH FRZS
(THH) URREH & 1Y THA B | BHA TaT a1
ST AT
gSi/era | ot/ T|/ BT § QEIHR IS YT il HUS § qUC R b
EStell ' PR
et $a® dled wfﬁgdwﬂﬁﬂQwﬂaWWWﬁS{W
EI] feTeIe Th 7 |
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I Bl I9d V AT HR ST § JEIhR GuR/Udbe
T | TR | 3 R A @)
WS el Bl el ¥ SoIHR BT & [eThI /
A S T | aped <@
THS e 2 & TR ¥ IBTHR BN & Udhe J U B |
T AT fad 20 §Td HH Y HH oIS Jigd, DI (combing) HR |
WIS 35 / U2t / Gl US ¥ We 1R T b3
RA difgd ggmﬁwﬁa;mm%%wﬂsﬁ
|
TR IR B ogd H Thd H dUT % H TG |
aF LRG| I/ ICARW | Iell HUQ W ARG B, BT H JEHR SIS &
(Semen) _ﬁﬁaﬁﬁ| . :
T0 / e U BT T AR BN & [TBIh | UD B |
T YT FHUS ST 3T Up B |
HRUC, U] 3 | UoaT PHIehR T B | RIS THAT 3T J U Y |
@R Tag QT P! s o U ¥ | SRford off U |
CEIEE ] WS DI Yolicn Y@M & IR BT o [oThTh a1 15
/ a1/ - ffea W Hig o) MR A U B | o oheh & D 3T
qa & ' TFH- U U ©¢ IR ¢ adl AFSHA SHhIR Bl WS
wq M & 1T SRy B |
THAT T femm-fdw

> fOga/mAga faarg & udmon & Ry, farfed amar 3 frar & Yad & T9A1 & el gl ¢

> 3Td/ed f3erd <Iat, bopTa 1S &) Uga ¥q Mbean Tra=h @, fdn, s, 58, ufd/ud, T,
T 3fe) & Yad T BI i 3R a9 & TAT o Ty VT S Gifed g g |

> Tdd P SITAY TAEU FHRAM /g W9 T T (FH T $H Q) UHR &) g uruffiear & smuR w
T Ad/URREd B 8T -
v 2-5 focho Yaa i gea § AR SIS gad argd B Uha $HRAT aifed |
v X&d AT SUAS 7 g Bt (YT T 50-100 UTH WiaR 31al A HIGURR &1 0.9 Ufa=rd SieAey

F TTY WS U H U AT aifed g
v I1gd gfgal/aid & Uftd B & ford urufirese fgad & -
v IR (@) ST (1) §gERY (9) aid (HITR &1 Ui
v OF 1Yy & Yawon § difgdsdifsar & Rifecia udenr & 90g wefid 7 & Oy
fifgd/dfear aur gefaa srRTeht & Yad T U ST TR 7
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FAT Y

> Selcit aigd ® uRRfErd ford U Iad & gl &I
IG5 1R g yHG/YAHId & foes H 39 |

> TR TR gEdl o difsar 9 sifitged &
Herd Jud & ® 0 T Wuledr & SMUR W
G I dR U1 Wed 8RR | I 713 U & Jud
ST ST 9ifd B

> Fed feuiolea gxHl, A, RS, &g, R
BT TR B

> Ysigad HUSl, X 3 Bl UYHd: WD BRI
?%cigueid&?ﬁwu%ﬁ&rwmﬁﬁﬁ%

|

> Ue O 3P AT B S-S TP B

> HHIA W P P| UgdH og Hed HH I HH QA
@eR) g g & ford 9|

> G J Wed al SCHI-3THT YR & 7 o
JATH &1 & §B1 H B, ThA B |

> SHdd, YUl U1 39 USR & 3 Il DI 0.9
gfa=rd ArHa Gemg o oRRfErd &3 | varTRmar §
Yo a% fThol/ath & QRIGT @1 T Saas

gl
> 96 UUC I HHA! H SRNGIoIGd  gieqr
Urefifed 3 WR g1 Se-T uiamn 5g Uesl 9|

T T FY

> W Ffdhd gSSI DI T ThAU |
Ufear 9 3|

> Had d 3T I URRIAT B 5g B
T U 9 B

> UG Bl THell/AH EaRITH Uh T B

> YSgad HUSI/AS/IERN HI Ael ¢m AT
S HT T 7 gEd |

> We &I e F b A U HTb AT
TaPH BT YA 9 B

> el g8 gigdl 9 Wol/er ST ST
S 8g A U |

> T f[hd T a1dl &l eyt o 7 9|

> Sfdw wWedl & A B Ub B /g
TIciteie & feTosTos /et &1 TN = H1 |

> FAPR T ATH | el & 96 U<
& 95 Yad 7 fifsar & IR I W
%%%aﬁmuﬁ&rm%gﬂwa’m—vﬁu

|

BITT W1eT HT RIS 3-aW0r H Wrefes IUANT H=A g IH! UgdH, Yaka-, THAU, GRIE
TS T Iferd e I g1 3R B 1 ST TR0 S Tag-Rid § aut fhfa o o srmayr
A R THAT/A1ET TR § Uieqor & ot Srguanht 81 Yhdl 81 3fd: ST URier /g Sifad wied &
THAUT, URREUT, TReur, Yt ayr alkag B FERIaR Iraur X6 3 SHTaRae® ¢ |

10 X FAR
g A,
faty fAsm= =ETereT, sowo

I I HET AT,

e et 9T AT, SO0
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